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ABSTRACT

With the advent of the Fourth Revolution, military weapon systems are also being advanced. In particular,
as the proportion of software embedded in these weapon systems increases, the cyber vulnerabilities of
advanced weapon systems also gradually increase. If cutting-edge weapons stop abruptly or malfunction
owing to software defects or cyberattacks, they will adversely affect defense security as well as combat
power and economic losses. The U.S. DoD is implementing the risk management framework (RMF) to cope
with cyber vulnerabilities and threats. RMF is a risk management (RM)-based framework that classifies
the cyber vulnerabilites of weapon systems based on data and evaluates them according to
confidentiality, integrity, and availability. The application of RMF to the Korean military’s weapon-system
acquisition procedure is still in its infancy. In this study, we studied the application of the RMF to weapon
acquisition processors in the U.S. DoD and suggested that measures of availability, reliability, and safety
that can affect weapon performance should be managed with security, and that security systems should
be applied to reliability, availability, and maintenance (RAM).

Keywords : acquisition system, cyber risk, risk-management framework (RMF), reliability, availability, maintenance
(RAM), safety
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JNE Y AREAE0] 209 ™ ol Frtekqivh ekl Bty 2AAALS] o] HolEHA] oFel A<l
339l =k Srkeka vk FAY =3 ARG FAIA TR AR <l 57 F3iEof]
gk Afoln] A AlL7h sk Bt 1627 1olm, &FF 7]E Alolw fide] 20161 9] 417k 13}
Hlwal] oF 4uf S L B 2AAALS o] FojEA o] AtelH 1 (Cyber Risk)>
HL =71l At So & Cheung, 2021; Jin, Kim, & Han, 2021).

Hol SHoA & wx 34 E8]4 HKPhysical Security) 2% A E H<FInformation
Security) 2] Altel|®t S| & Hoto] o5 7}53)al(predictable), EA| 7Fs(controllable)dl$3ith. 12
U QEHY S FA0R 2AAAN| A= 95 E7Fs(unpredictable)stal A E71s(out of
control) 3+ F=o] H Atk AS53} FAZE o Hh= A Beke] & Slgo] Ak Hetke] el

FASHE AL B7Fsetth kA HolHE TEEE R0kl 54 1 B o wdo
v ojof shth= Zlojtk dloly o] disl o5 - 4 - H7HE S8l #skeE AE A RM ¢
Risk Management)®] 5 2/do] Axt A= th7beal JIthKumi
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1) ATl gH71E0] Zlso] ol oA BE AHEEe] AnlEAY ) AdE o] = AR|(lelH ITgoAk)

2) DoD. (April 2015). THE DEPARTMENT OF DEFENSE CYBER STRATEGY p. 1

3) AFTHTFAQ2020.11.3.) “FFHOE AR FA A% 815 1625 A--2016132) 481 https:/m.yonhapnewstv.cokr/news/MYH
20201104003700038

4) FdE(2004). ARQIRKATIAPL. FE7]1EA)
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T oA o R o]FoXIy g Fostal Jvkd e el R T4 3], A7t
T8, &3}, A, A, 8 T ol 9loH, ¥ e E A(Low), Ha(Moderate), 1(High)
T bew HEE Brteth g2 Folde @ Aol EAE o] felelAl ojus 9
= A=A Bt Frietel AAst Wow wed u vjEA AsadE dE ¢ ol
FETTARG Foll A B2 e S TAY AT A0 oA = A 98l dol B 5
stele F71AA A A Hebr]es) wad s s EkE o] kAl Qo vl 5SS B
Aok AA, AANE Le A sunks FAe s o, Aol s A g9
Hgle] F-33te] 7719] Vs o] theFstEal vk =4, 7719 A, AEE, Y F
Aol Fr1Aer dgH BRstE L itk AR, 145 FIIAAIY AEstE G508, 8
FAH], FHHE Fol H53] Sl ok YA, #el7]ee B Sl = ddoR

VA A N AHE = AAREEES] Wo] WEA e Qioy AR, FrIAAY] E5 YW 8
4] B]g-o] F7gkel whet F5sk= Fr]AAl] tiste] =2 AlEAdo] a5 AL ok FrIA| Al
sk AlolH 9 Edtsto] veksl, B3ksl 145 E) e W AHE S T B fEe
27F Akl 9tk eg., Choi & Kook, 2014; Jung, Jung, & Kang, 2019).

1] DoD ‘CYBER STRATEGY (April 2015)7° | X = <F-71 A1 Al Ao B_ke] 7l 71 =
lof sh= FIIAAI L] FAIA Q] Aol BERL 7| vk, 5 9 A A A A A 2 Zf‘
F7] Anbel] Azl G341 Alo]H HRP S sk ‘AtolW 21 (Cyber Threats) ¥ ‘AtolH 2]
3 (Cyber Risk)’ el tfgt djo]E] B35 (SECURE DoD Data), $3H(Mitigation), & Al(Deterrence), T
-5(Response) s8] Wol7} 2k QIG-HL o= Hwsld w|=2] 5 FI]AA R Alo]H] g
FE st HAAGIA)S A Jetka Qe vlekd, A RME 8l AAIE Esalok
S RoFE 2]l oojrt

1.3 S1g32| ZAJ9=Z(RMF) 7 (A12893)

RMF= 98 7] el 388 JRRS Zedas st fle wsolxlon, 4urs
SEE FATI AL A He] TEAAE Asfel A 1 AS 33E Fol7] SlE R :
u] DoDE ©o]efst &&Fof "9Eo] o]def| AMgslE DIACAP(Defense Information Assurance
Certification & Accreditation Process)®l4 200858 RMFZ 3313 th RMF= 5213

(Department of Defense Instruction) 8510.011 w2} AN A FE -3l =5 HE3ksta Q)
on, o= AAE Y] 27]15E] Alo]HERE AA 9 S8k & LT §17] folth

5) TTA ARFAIGAAE, A8 2] https:/terms.tta.or kr/dictionary/dictionary View.do?word_seq=054578-1
6) S TTAR T, FETTA AP AFARA, 2018.1.24. 8%
7) DoD. (April 2015). THE DEPARTMENT OF DEFENSE CYBER STRATEGY
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RMF+= <Figure 1> #Z2 WAZ o]Fox lt}s)

12 A
A2 By
— CATEGORIE
6=t 7 Seten 2 2 A
i, B accordance with the CNSSI 1253 =ersas Ma
| Securty Controls | + Initiate the Security Plan Security Controls

+ Register system with DoD

-the Component Cybersecurity Program

system and environment + Assign qualified personnel to RMF + Select security controls
* Assess selected controls annually roles + Develop system-level continuous
+ Conduct needed remediation monitoring strategy
« Update security plan, SAR and POA&M + Review and approve the security
* Report security status to AO plan and continuous monitoring
+ AO reviews reported status. strategy
1t systemd. i + Apply overlays and tailor
strategy
L=, | 39 A
AL~ 217} Her=ass 78
AUTHOREZE IMPLEMENT
System LR=2. | Securily Conlrols
HetsANs F7t
* Submit Security Authorization . consistentwith DoD
Package (security plan, SAR and S ——— Component Cybersecurity
POA&M) to AQ architectures
+ AO conducts final risk Assessment Plan + Document security control
determination + Assess security controls implementation in the
r ..+ AO makes authorization decision * SCA prepares Security Assessment security plan
Report (SAR)

+ Conduct initial remediation actions

<Figure 1> Risk Management Framework (RMF)?

i

A= A28 B35 (Categorize System) ¥t ZF Mol B3 HE 3 (A, %, ar)o] g
© e BeF Bx1dE, FEA, 7HE)E AREste] RSt o]
T A deEHe AR FEE Frlete] Tkl wet AAES R |
A i A8 (Select Security Controls) 1EHANA 573 dlo]E o] tial] Alo]x
QF QTAMES HRbeA| o Wigkels WAlolt). o] WA= 4ol 27| oEh Q.
AR, 88 o wht BoHEA] VEE AEA oz AR ¢ Qe TlojmElS
HRMeA] e AL 7edHH e

A ®oFE A8 (Implement Security Controls)-2- 2 s
of Fdsith A A BRbE AR S A AAH| A AGE FEARE Faste] TSk

A o]t}

49A BorEA 2 H7H Assess Security Controls)s & WAl A4, 7@ ®erEA 3
ol onuE SHlE A FASI=A] sk WAt} 5T Al A|AE] Q17K Authorize System)©l]
A BOHEA @ 7} o] B elsto] AIARIS 23S Adsith AOv Al AH9] 9
s eolgbar #aE, DATODenial of Authorization to Test)® 5144 S W@l

sdo

8) 2M3-8(2019). H F7IAA 5 9 & A Afo|HERl sl A aEthsta BRI, p. 11
9) DoD. (December 29, 2020). Department of Defense INSTRUCTION 8510.01 “SUBJECT: Risk Management Framework(RMF)
for DoD Information Technology(IT)”
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t}. 69-Al+= 2 YE B (Monitor Security Controls)o]th A|AE ¢17} & oFAL f-X| W42
S A &EF 07 sHelsl= wAoth Z2o] HelRUEY AAE Eaf %
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S BARAS A el AL ST + YES FFA SIS AFHE AF @
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0] T AURME)S) 22 JuRbe] QARG A Ao Lk o)
B3 kg ARl Sukel 4B QA Seleks 2o neks) whele AEE Alolmuk A
HACPEANFA7E 2L S SR De) BHAT £4 A SRl el 1SS s ol

O. #71A Al RMF 282 A% a4 A
2.1 RMF & Z2A4 @ deole|e] A - 25 344

RMF 1¥-A|(A A8 25 Categorize System)ol A 7Hd =23 342 dlojg E72 & 4 3
ol Holy #5(data classification)l0= “F B - FA4l dlo|y AAY] 57 T AHEALS] S A
e Hlaste] AREALE] At 3 Tk o H-E Thels W, B fAE Slste] Ag-Ethret

th = saEE dolH e FEl(Type)E wdtal saol % AREAbvo] o] &3
oju]gttt. RMFE F38etdA 9ff dlojele] ¥l 7 #Fste] sheAlE shots)

1l
A

Hotof g}, ¢ff %2 dloly el BAS Tl A ol g iME ¢ ik FIAAY
o =
[€]

AAE 28 A 7]k A o B HolEZF s dn o] B HolHE A EEshlvtal &
B} 7hs s ARI7E? AA vlolEl S Rashlths A2 A= 7P T8 HolEE e 7k Sl
e Zlolth whebd g azlRM)] 1ol S o HolBl s Swudlete] Esto] 4o w
5 g ol drh= Zlot.

U HloTE s 77F 8k, el Asio] Qltks Zlolvh dshd FrIAA £
(2ANE dlofElE skl HlolE AA|(object)?] T oAl wet RS AAsh= 22 IPTH
&, AR EE AHPM), Bt e d (e 28 89) 5 ol 3 AR 52 otk ¥ A}
TR dE 5ol A A (@AAY] FES detsl B AFate] -85 = dlolE (4 214,
A 1A, Bd A, gok, goF A, #4524 1A, 71 5)7F vkl 7Hg s BAk o] H|olE e
el 7hg 2 G A Qe A9 AR T(EY #82)Yd Zlojrh whi, Apd e ah, wek
AR 52 dole e A} FoA XM= el vl F-Fie) e, AR ae]#hel
BRFAAA}, QT ol wlolE el tial v e 7H Zolth BetaA A= HlolE &
ol #E = oAt A7 HolH HERths 8 Aol ¢ Aol Al e At

10) AFEIAEN ITEthAF. https://terms.naver.com
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dlo]El7} F71AA Aol o J3S nxErtel] 943 o)t
= F)AA] didE RMF 48 Akl 57 (Cho, Cha, & Kim, 2019)914 % “RMF 1A A
7P T3 o] FIAAE 75k vlolH, S BE 139 JRE sfetshs Zoln ok
ZIAAE s BE AR digh Bob Q7 ARo] ERIE QS-S BAsth ekal vkl gtk
I & ke rolstal ol dAIAS) Aete] HEAG S Fall 24 AR
TR & = &Y A HAF FUIAA S Bl &7 High, Moderate, Low & A B3It} o17]
A AA G groldt AEE ARIF FIAAE 8 u 71EA, FEAA 2 UMY S ae o]
s S gtolth AF e SHdA = w IPTHZ(ES PM) ©] 8l # A 2K Stakeholder)11)
0] A7A AEF AEA rtaFsta olgr HA Al AFHOR sk 5
oARtE& A Hs] el stk Holy el Fofshs AFgES BT ol aAR Eolth ALY
T ARe} Bk AAE, At gl ShellA A Fio] dlojE el i v A7ts 7}%@
o]g % RMF2] 3 gAQl tﬂol 1 % = Atgell Fofets BT coldlAARp 9 FelE EEslok

1

2.2 F71AA 8544k RMFe| 37|
st RMFE A75t7] faixe 4 ml=e] ES5AIA e RME7F of9 A 28531 Q&
£ mlekgfof gt} <Figure 2>+ ‘Alignment of RMF and Acquisition System Activities(RMF 2}
FEAAE BFo HAArS BT AR EXolth AR A= oo} Ak

ICD(Initial Capabilities Document, %715 8wA) &, +&2 74 5
O |o s AHs e dAGHE T ISAAR Ads = ROC, O
RMF 19-A|(A] 28l 25 Categorize System)ZS A] sl dlo]E(HH)E Fatal 2 ¥ 3o}
g 2= E13) AdA rld~E B Ao 2A Vs s 98-S ARATE Ve GA (S
@ | o] B GA) e RMF 29 A (B A5 A8 Select Security Controls)E A1 33},
JCIDS(3E58 E3Hu Al 28l) Yol 4] Hola]2ele] 712 (Baselines) & £<1aHt}.
A A% BolA mlUdAE Co Ato]lmA BIAIA Aol AAH F CDD(Capability
Development Document, &2 7}--4])2} CPD(Capability Production Document, ‘& 2 A2
@ [ A)7F REEo] A o] Al E = w@A(Zte] A AN @A)l RMF SWﬁ](EOFEXﬂ B
T-9d, Implement Security Controls)E Al33}H, HE A 58 trQlstal Al2gl Al
ubAl F3tsle TEMP(A @3 717 241 8)eF Bot HI7HA 8-S 38k 7th
@ | DT&EDevelopment Test & Evaluation, 7NEAIEH 7} @A (Bk=rt 5 U)ol RMF 49HA (K

11) 719 - &4 - NPO 53 #ddsto] A3 - H3 A 0 7 oA 7= ARH(RI7] W3AR]) eadeles «dE=
e ARpolghs foR AREHI ZRAES o]  wel 2] Stakeholder”t  EAIHTH
(https://happymemoryies.tistory.con/18).

12) DoD. (December 29, 2020). Department of Defense INSTRUCTION 8510.01 “SUBJECT: Risk Management Framework
(RMF) for DoD Information Technology(IT)”
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s A dH H7 Assess Security Controls)E Al &, F7] A AlQ] A€ H 7o} Blesie] A
AE wWotgA == A Hr)si)

An

o T 3717} A& (Low-Rate) Z%=AAHInitial Production)®] ¥ #|3kg 7jd 2
® | EEAEH7F dAGEE T A D oufR] A/ AIEH Nl RME 5THAI(A 2" Q17T
Authorize System)E Al &3le] HOAAHS 2 F AT3c)

Low-Rate Initial Production(A-&4bell A oFd vl %] & &4, #7] GA(Sk=ra-2] wix]

T FEHFAGA 5Y) A RMF 69HA(XYE ), Monitor Security Controls)S A] 3] g}

<Figure 2>9} o] n]=9] 5AE RMFe 243t &5 T4 8l Rtk dAl s
RMFol| tfal] A|Ztsh= wAlolt), 98] dhellA= HRkr|Ag]o] F7]4 & H
A8 ol A A, T3 Aol gk FAZ Q1 Zy¢lo] F=stth = RMFel tish 4l s}
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Capability Capability
Initial C: Dy i
Joint Capabilities Document (ICD) Document (CDD) Document (CPDY
Integration and
Developmert System '\
Need Identification
(DOD: Material Develop ment Decision) Risk Reduction Decision

(DOD: Milestone A)
Solution Analysis

lechnology Maturation
and Risk Reduction
Requmaments Decision Point
ion)

Development
Decisions Development Contract Award
(DoD: Milestone B)

Development RFP Release

Development - § y
Initial Production or Fielding

(DoD: Milestone C;
—_—
" Low-Rate Initial Production or
Production P -
Decislons 1imited Deployment and Operational Test
Ful-Rate Production/
A : Decision Point Ful Deployment
RFP : Request For Proposal Production, Deploymert.
= Disposal and Sustainment

RMFE Step 1 - Categorize system .

Program Acquisition 1A Strategy D I:l I:l I:‘
® RMF Step 2 - Select security controls _

Specify system security baselings in JCIDS El

® RMFE Step 3 - Implement security controls

ISSEISSE translates security controls to desion O
requirements and Integrates Into system specifications

System security specifications in REP D
Coordinate TEMP and Security Assessment Plan
Approve system security design at review points

om
BMF Step 4 - Assess security controls _
® ——

Developmental Test & Evaluation (DT&E)

S}

RMF Step 5 - Authorize system (issue ATO) |
Operational Test & Evaluation (OT&E)

© RMF Step 6 - Monitor security controls

<Figure 2> Alignment of RMF and Acquisition System Activities

13) S5ARAN AR olFAE FL WA oI = ¥ HE o). Be] AEAAYAN vheliE
At ATl B AREE b, slAE B S AR HREE W, slelsE
C AANEeIA HEshes Wz v g
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A5G oA B A S G
So] 41T 1A 7HA, AeA, ekl

ofo

28} te] AFY] FrofA) Fhel] W2 olsfiF
St WA QPP AR] HRRAIAELS fA|8H )=
oo} mhebA FYAQl HkAARIo] Aakd AFE 4= Qe F7]AIA(Trustworthy System)E
THEo] W) fleliAe e AR Fojakse] edet st a4k of7]4] Al “Trustworthy
System’el] tfaliA] Lol AT} w5 EFE7]EATANIST, 2001)04= “Trustworthy System’ ]l

3] “Computer hardware, software and procedures that: (1) are reasonably secure from

oXx ol
0 o
Job Mo

0_114'

intrusion and misuse; (2) provide a reasonable level of availability, reliability, and correct
operation; (3) are reasonably suited to performing their intended functions; and (4) adhere to
generally accepted security procedures.”o]t}. =, “(1) A3} 2 FF o2 HE dgHo =2 HE3E}
3 (2) 7HEA, AlEAd B enkE As FelA o Alwstal 3) 9wt 7es Tk bl §e
Hom At (4) 818y e Het Haks Fdithreta st Agd = gl Hdsd
FAAAE B5387] siM = B (Security), 7H8-A (availability), 15 2124 (Reliability),16) 2%
A4 (Safety)1Do] AAs] 315 o|Flof vk kst 1 w3t FUAAE S el
Boke] FAIZF st e4olvh ey Bed Heko Qs o kakA] oAl FIAIAl Adsel A
stethd @ cits 5o A58 FUIAAE s 23 X 3 A FgA=o] E Zlot uet
A, F71AAY s BAASPAM R Bk Y Heoks S56] 918 olsjiAIAES Ee
#olal SHkE ¢ ?}ﬂ%ﬁ](R B7F 9 Eojabgol] H st

AE =01, AR #E AH00HF )= EUE wATEs A& Aldshar AFE
WE AAE TFAS 6l %’4?% 2J(RM) A& Atells thaat 2

no"

Al O009NA] Hz 2&dh= FAFYs) o tja] AFgfol #ofeh e AARES Al=s)] HA o8
Jof ot A3} Al=g] FE d-F -5 BAY 5 gl Bl 2(bug)l] ik Felso] AT IF
ke o]k EF T H& AFEAH User) 7l 593 H A A2 o] 9A & Holiki= EA S 5 4o]
oF Floj Zz} QB =glo] HEE IR “glo]H(Z Drive)’S Tt AES YHTE spye]
= 49 AEe] FIoA Hojuhiz o] Frlo] AA HolsEI8 o] HolH

A1 HolFl HOFsEE Fo]F7] 9l 21 Alge] WS AlFA WAssit) 5, o]l BAAIE9]
x]g=2] o] &o] wAHS E& Trustworthy System’S T-3eF 4= Ak

14) NIST(2001) SP 800-32 under Trustworthy System

15) the probability of an item to perform a required function under stated conditions for a specified period of time.("§ A%l
z4 stellA gAs 71t B9 Fes Vss AT ol 9] EHE), DOD GUIDE(AUGUST 3, 2005)

16) a measure of the degree to which an item is in an operable state and can be committed at the start of a mission when
the mission is called for at an unknown (random) point in time (W Al A U577} TEE wf AF A2 A] =32
T e 59 2s 7hsd s 5748k 4l), DOD GUIDE(AUGUST 3, 2005).

17) AL Egolut 4, QIREe] AWt BdE = ARz SAEHA s 2Ll AFE JLEMIT-Go thibd)
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2.4 ol - 5| 7F53t BepA e T

2019 = et 48] AT HaA el oshd, H EYH 3] F-35 AXZE o] HlFe A
A 80%F AAgtE o] AH HAFIAA L] NE v]E T AZE o7} AR s HlFo] A S
7hstal Qe Bk 2017d v 3 FET7] A AlE Q] Wi - A|EO A o] Afo]H HE
A3 #E el 20061 e F-35 2ol EY T 9] 2 2 Ego] AR T 2lRlo] 6300 /=
2012 e T 71AE 2 - A AZE o] AAFE Elo] 2vH00071E E3HThaL
Al & JAAFAAE A& gAY shue] 7 tuko] ~(Weapon Device) 2 A7t
T Stk olel whet a7 22 Atelw Al H okt 4 givka JFE 4 Qlrk ake] HAH
NAAZF 2ZES o] AdlolL} Atoln] FA 07 Qg 7|5 =4 - A, 2&% So] whsichd
AE Al oy}l AAlA £ ko] odks & 5 QIthly

Ao sl 1 1EskE LI AALGE AT EY ]9 H]Fo] AX WA HIFA|AE] Hib
S5 S7bskar Qivh Alaglo] ERbs At A 1w v AQ7F Tk Ae oujst
RMFE F71AAle] 283 A4 HMARS] B3 EE A F71A4] ‘RAM20o] B Jaks
% Aoty RAMS] H3Egte] 9&S F5 W7F vl 2 (Failure), 8] (Maintenance), 5]
(Repair) 5l ¢J3 A€} webr] 5335k B Z A8 1 Gu| et wAysthd
A A= A RAME H3Egko] Asty]= Aubg xefietA drk vhd, A E o] (kA A~ F)
off gt Alg] kel thafixe ofefigl 2ol Aejatar ek “th i< stedlo] B3 FE e A

B =Y A3 ALY rE Ves sk Kok Zlolth stEdlo] s Yl B wAlst
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Aoz 1 WA et i, AZE o] 32 o SdA
o} Axjo] Aoz 2o LT EYo] L7
ot Edjolg 2] HHE EeEots H37 = =

5 o2tk AXE O] A=) T8 o5 WiEA] aesljof dhrhrekal Watal §lrh) AN E
glo]= RAMO #2383k H4=¢l MTBF(Mean Time Between Failure, 7% 7} A7) 58 A4
s17] offrh= Aol 22y FY)AAl GF-EA HRAAF (A E o] F 2= Q)
3L FAE 7hs st AE7E ook st &, RAMS S35k A &5 5= Q47 Holof stk

18) Security Capability, 1] FaZHE AAHE WE] 8] AEE 75 o 2 £54

19) Sl2020, 828), SW B 0l HGHE7), Aloln] ZAo] thulateh. vl S Afolm Kck AAR A4,
https://m.blog.naver.com/mc341/222078092809; https://bemil.chosun.com/nbrd/bbs/view.html?b_bbs_id=10002&num=13443

20) RAMS A% % (Reliability), 712 (Availability), 8] =(Maintainability) 2 -4 %™, AF) 2= Foix 2480 14
glo] 3 &5, 7MW -8 FHlEA 2 i e 7IRE 5 8 7hs A, An|esk ol
221 9 ARE sRtel] drE Aulstel I s Y AHE AR & g 3l gEoltk

21) 9713k A=A 3-8 hitps://ko.wikipedia.org/wiki/%eEC%68BYA0%EBY%A2YB0YECY:84%B 1 Y%EAYB3Y%B5YEDY95%99
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Zolek, 13 ek 54 vk 27 AdE GFe 714 AR 5 Qi B
A 5 ek MEA ST FAS B 5 Y neblame] MAZ AAlsojol

. F71AA & RAA =" S-S A3 AA

3.1 dlely] &7 W A3t o olsiAIREe] & 733t

RMF 7-@d2] 3 WA 347l Q4= BE AR FojatsS o] 8| A1 A (Stakeholder) 2 /47 3}
of HA 9 o= HolE e Eiahs HYS AA ok stk dolE 7t WEsta AAs sHoRE
ER7F Hobd HekQ AR e] WEke|A 1 B A FE S B3 ] HekrAagle] 7hH
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