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ABSTRACT

The purpose of this study is to analyze the factors that influence the information security compliance
intention of Korean military officers. For this purpose, a research model was constructed focusing on
information security compliance attitude and perceived control, which are the main variables of the theory
of planned behavior. In addition, security sensitivity, organization trust, information security work
impediment, and sanction, were selected as independent variables. The research model was analyzed
through a survey targeting Korean army officers, and the results are as follows. First, security sensitivity,
organization trust, and sanctions had a significant effect on information security compliance attitude.
However, the effect of information security work impediment had not been identified. Second, it was
analyzed that security sensitivity and organization trust had a positive effect on perceived information
security compliance control, but the effect of information security work impediment and sanction had not
been verified. Third, it was confirmed that the information security compliance attitude and perceived
control affect the information security compliance intention, which reconfirmed the results of previous
studies. This study is meaningful in that it can improve the information security level of the military
organization by suggesting a way to manage these factors.
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<Table 1> Military-related information security research

Researcher Main Variable Analysis Method Result
Psychological military strength has
Psychological military strength. Structural a positive effect on security

Park & Oh |Culture of military organization. Equation compliance and performance.
(2016) Security compliance intention. Modeling Culture of military organization has
Security performance. (SEM) a positive (+) effect on security
performance.

Information security policy—

compliance (ISPC) intention,

Kim, Shin, |attitude, subjective norm.
& Kim Perceived security safety.
(2018) Security vulnerability.

Intrinsic benefits.

Loyalty to the military.

ISPC intention was affected by
Structural subjective norms and ISPC attitude.
Equation Then, the ISPC attitude was affected
Modeling by one’ s perceived security safety or

(SEM) security vulnerability, intrinsic benefits,
and the loyalty to the military.

Ethical disposition has a positive

Ethical disposition. effect on ISPC attitude and
Kim. Seon Perceived work environment. Structural Perceived work environment affects
&’ Kim & Turnover intention. Equation turnover intention.
(2020) Information security policy— Modeling Turnover intention has a negative
compliance(ISPC) attitude, (SEM) effect(-) on ISPC attitude, ISPC
intention. attitude and intention have a
positive (+) relationship.
Internal and external motives of
. military members are related to
Internal motives .. . . ..
External motives Structural military security attitude, subjective
Kim, D. H. . . . Equation norm, and perceived control. Military
Military Security attitude, . | . L.
(2020) subjective 1o reoived Modeling security attitudes, subjective norms,
! . be (SEM) and perceived control influence

control, and intention . . . .
’ intention, and intention are related

to behavior.




Task overload has a positive (+)
effect on security stress, and security
stress has a negative effect on
security compliance behavior.

Modeling
(SEM)

Structural
Equation

k=2

Task overload, complexity,
Security compliance behavior.

Park & Jeon | uncertainty, and conflict.
Security stress.
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Approach Factor

IS : Information Security
Security ISC : Information Security Compliance
Sensitivity
Organization
Trust H3
IS Work H4
Impediment
ISC
Sanction Subjective
Norm
Avoidance Factor Control Variable
H5 : Mediating effect of ISC Attitude H6 : Mediating effect of ISC Control

<Figure 1> Research Model
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<Table 2> Survey respondents

Category Frequency (N) %
Male 195 91.1
Gender
Female 19 89
2nd Jieutenant 11 5.1
Company 1** lieutenant 21 9.8
officer
Captain 126 58.8
Rank -
) Major 36 16.9
Fl,eld Lieutenant colonel 17 8.0
officer
Colonel 3 14
. Commander 63 294
Position
Staff 151 70.6
Total 214 100
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2 AR = ou]ah(Das et al, 2014), o]2 =743}17] 93] Lee & Kim(2021)2] o17oj|
87)e] A S Fgalgitk 22 AFE  FAo] 2o alo] e 2 W
oo £=F om AoE=y(Kim, H G, 2008), o]2 =43}7] 2|3 Agarwal(2013)¢] A= n}e}
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ohowA SR B4 Sl M WS 50 e NHEg A5sh, TRy 2y
WAL AEAF BAS B ALAZS AN
431 240 BA
24089 2247} g Cronbach’ s a5, BaA 2%, B RA5E1)5AVE: Average
Variance Extracted) S0 2 7= 7}sdby, 2 Ao AlFA 9 gl B4 3= Table 33} 2
t}. Cronbach’ s a7t @dolu} oS Qv QA SHGAEAS AEeE o w 07ur) 2
o WHABHE FEP0T B 5 Qler(Koo, D M, 2017, ¥ Aol ALgE WsEe
© 0891 ~09550] £33} glo] YR AR Q= AC FAH YT Bataz
L o 07 opgod AT EE AFHYES B A0 9
R Eo] B s 093209630 % 07 HolH T gtk B3
) elo] glgsl 7 o 7 wusl=1|(Barclay, Higgins, & Thomson,
FE757h 05 oo o] FE3km guk
FA50] Aol thE Wele] A su 2 1)
G5o] BitiArE
5 94 mee Ban
ay,

Cronbach’ s gk
T ] YHRABANS A=)
= [e]
A
Larcker, 1981). Table 42 %3) 3olat 2=

70 7 &4 5=t (Henseler, Hubona, & R

A 3h=1)(Koo, D. M., 2017), ¥
Az2225(AVE)7F 055 &
1995), Aol AgE BE S
S YRS 7 e WA
A3 202 BugcHFomel &
)52 Aol W4 3 ARASRG 2 A0R e @9 PLS 72
S A F(SRMR)o] 0.08x.0} 2h8 74 A §at
2016), ® Aol SRMRE 0056072 v Agwrt gl Aoz sl
<Table 3> Reliability and validity of measurement tools
. Standard Factor 5 Composite
Variable Average Deviation | loadi Cronbach’ s o Reliahility AVE
SS1 5.556 1.236 0.799
SS2 5519 1.210 0.869
SS3 5.379 1.351 0.825
Security Sensitivity SS4 5.449 1.327 0.883
(SS) SSH 5.327 1.386 0.856 0939 0950 0708
SS6 5.224 1.429 0.882
SS7 5.425 1.120 0.816
SS8 5.341 1.204 0.768
OT1 5.150 1.593 0.873
Organization Trust OT2 5.056 1.582 0911
(0OT) OoT3 4.963 1.654 0.902 0955 0963 0787
OT4 4.841 1.536 0.883
Int fon S it ISWI1 5.201 1.589 0.926
nrormation oSecurity
. ISWI2 5.509 1472 0.914
Work&rsnxp}veglment SR =533 115 0017 0.941 0.956 0.845
ISWi4 5.509 1.555 0.921
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SC1 5.724 1.302 0.826
SC2 5.636 1.274 0.892
Sanction SC3 5.607 1.281 0.913
(SC) SC4 5.449 1.399 0.834 0916 0935 0706
SCh 5.949 1.250 0.747
SC6 5551 1.266 0.819
ISCA1 5701 1.201 0.834
Information Security ISCA2 5411 1.420 0.833
Compliance Attitude | ISCA3 5547 1.299 0.897 0.917 0.938 0.752
(ISCA) ISCA4 | 5402 1.481 0.907
ISCA5 4991 1.745 0.813
Information Security | ISCC1 5.164 1.478 0.885
Compliance Control | ISCC2 5.533 1.175 0.918 0.891 0.932 0.822
(ISCC) 1SCC3 5547 1194 0.916
Tnformation Security | ISCSNI | 5794 | 1217 | 0.8%4
Compliance ISCSN2 | 5780 1.243 0.904
Subjective ISCSN3 | 5757 1.263 0.912 0925 0947 0817
Norm(ISCSN)  [ISCSN4 | 5729 | 1185 | 0916
Information Security ISCI1 5.864 1.146 0.905
Compliance ISCI2 5.883 1.144 0.927 0.915 0.946 0.854
Intent(ISCD) ISCI3 5.776 1.206 0.940

<Table 4> Discriminant validity evaluation results

Variable SS oT ISWI SC ISCA ISCC ISCSN ISCI
SS 0833
oT 0604 | 0887
ISWI 0135 | 0079 | 0919
SC 0706 | 0564 | 0182 | 0840
ISCA 0728 | 0675 | 0128 | 067 | 0867
ISCC 0625 | 0573 | 0128 | 0573 | 0617 | 0906
ISCSN 0634 | 0474 | 0254 | 0640 | 0635 | 0555 0904
ISCI 0738 | 0520 | 0206 | 0666 | 0683 | 0617 0.687 0924

* The bold underlined diagonal values represent the square root of the AVE.

Note. SS (Security Sensitivity), OT (Organization Trust), ISWI (Information Security Work Impediment), SC

(Sanction), ISCA (Information Security Compliance Attitude), ISCC (Information Security Compliance Control),
ISCSN (Information Security Compliance Subjective Norm), ISCI (Information Security Compliance Intention)

4.3.2 FLRHEARX] gy B4

SmartPLS 30& o) &-¢ 72128 9] A2AF B4 A vke Figure 22 Faf Fd 5 ik 72
RYM AEE HAEF BEel BATe] Rigto] 747k 06749} 05482 vpehit el 1
Sk 3, 24 AF, Rk g gl Alske] #AE ek A o] At # & gl
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o =
ool i A BE ANHQTE FRR 5 TS} GRE 5 o) we] JaHE A
e 3D BAROE Fo% AutE 19 ow(B=0358, =4037, p=0.000), RS F5
ALY EF ] WAE A% AAH)] qiF BAAYE FAKCE folsAhp
=0.210, t=3.353 p=0.001). 334 @0 7N FAWMFE 13 JRRE F5 FAH U F5
gl o3 YIRS B0 (3=0.369, t=4.831, p=0.000), FAWF7} FLFE AT F o)A
T ARER = HEs) FAIe] 4 oo Fod &S vA Sl
Approach Factor
IS : Information Security
Security ISC : Information Security Compliance
Sensitivity 0.452**
6.336)
0.413** R2=0.674
(4.762)
Organization 0.205**
Trust '<(2-7581 0.358** R? = 0.670
0.368 \ (4.037)
(5.838) .~ '
Iy 0.210%*
ISwWork N . (3.353)
Impediment A~
..... 4 0.369**
0.267%* (4.881)
(2.816)
/s IsC
Sanction Subjective
Norm
Avoidance Factor Control Variable
Normal numbers are standardized path coefficients, numbers in parentheses are t-values.
¥% PIEIQI0S) EEEP< 0401,

<Figure 2> Structural equation model analysis result
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B, 085t & A$ol= bdups) &3 eka a1 e 4= glrkHair et al, 2014). o] 2 njgt
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Result
Acceptance
(partial mediation)
Acceptance
(partial mediation)
Rejection
Acceptance
(partial mediation)
Rejection
Acceptance
(partial mediation)
Rejection
Rejection

VAF
(4/B)
0.222
0.723
0.012
0.271
0.132
0.733
0.081
0.038

Total
0.730
0.101
0.081
0.354
0.655
0.105
0.087
0.268

0.162
0.073
0.001
0.096
0.087
0.077
0.007
0.010

effect | effect(A) | effect(B)

Direct | Indirect

0.568
0.028
0.080
0.258
0.568
0.028
0.080
0.258

<Table 5> Mediation effect analysis result

k=3
Path
SS — ISCA — ISCI
OT — ISCA — ISCI
ISWI — ISCA — ISCI
SC — ISCA — ISCI
SS — ISCC— ISCI
OT — ISCC — ISCI
ISWI — ISCC — ISCI
SC — ISCC — ISCI

3 =93

ST H5A A1

x
[l

9

5b

5c
5d

6b
6c
6d

Note. SS (Security Sensitivity), OT (Organization Trust), ISWI (Information Security Work Impediment), SC
(Sanction), ISCA (Information Security Compliance Attitude), ISCC (Information Security Compliance Control),

ISCI (Information Security Compliance Intention)
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