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ABSTRACT

The risk management framework (RMF) applied by the United States combines the concepts of information
security and risk management in the product development process. This includes the systematic structure
of equipment, parts, other construction systems, facilities, and personnel, as well as the related security
of cyberspace. This concept has been a concept that has been systematically applied for the completion
of information security from the requirement planning stage to the destruction of the weapon system. The
RMF, which should be reflected in the project of power enhancement to ensure the perfect performance
of the weapons system that our military will use in the future, is unfamiliar to Republic of Korea Army
(ROK). RMF is a step-level field that has not yet been based on detailed research and measures in any
ROK military, such as the Army, Navy, and Air Force. However, the USFK, which is stationed in the
Republic of Korea during peacetime, and the United States’ wartime reinforcement forces [Flexible
Deterrence Option (FDO), Force Module Package (FMP), Time Phased Forces Deployment Data (TPFDD)],
which are deployed at the request of the CFC Commander in the event of a crisis situation on the Korean
peninsula and under the direction of the Joint Chiefs of Staff, are thoroughly prepared for cyber threats
by applying the RMF procedure. Therefore, the military should also create and apply the corresponding
procedures during combined and joint operations as soon as possible. This study aims to provide a
direction for the development of a categorization system, which is the most basic and important step 1
system in the RMF process, and | hope that it will help in the implementation of the Korean Risk
Management Framework (KRMF) that should be applied in the future.
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<Table 1> Proportion status of embedded software in Fighter system by year

Year 1960 1964 1970 1975 1982 1990 2000 2007
Model F-4 A-7 F-111 F-15 F-16 B-2 F-22 F-35
Portion 8% 10% 20% 35% 45% 65% 80% 90%
2 FAAA AA R AL Al 2ZEGo 7 AAAN HfsHe v Fe] FHER F71
S glow, oleld WAL FF FAAM WA W AR, 455 52 FH 458
Sol FehsHA TS 7iiskd 202 molak A4 A A sz Qg o] Folx i T
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% 5ol wAE A AFY EA7 da) SRR A7k otdee & 5 Ak Aol
94 S

gk Alote] wal Ab#li= Table 294 2.

<Table 2> Cyber—attack cases

Target Contents Presumptive causes
The U.S. stealth unmanned reconnaissance aircraft RQ-170 Cyber Attacks
Us . . . . . .
_ (Sentinel) captured Iranian forces during a reconnaissance| (Hacking) — Iranian
RQ-1709 . . . . .
of Iranian territory in December 2011 side claims

In 2016, North Korea launched the first test launch of a

N(ﬁﬁul((i;);ea Musudan medium-range ballistic missile (IRBM) in the
. direction of Wonsan to East Sea, during an aerial explosion Cyber Warfare or
IRBM(intermed . . ; . .
‘ate-range during a few seconds of flight in the ascending phase. energy and electronic
ballistif * North Korea’s Musudan IRBM failed 7 out of 8 test attacks
.. launches due to the U.S. Cyber Warfare of the missile
missiles)6)

called the “Left of Launch”
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&study type=&board type=
5) £7882020). RQ-170 AE]d thga F1gy7], LR, 242 FAMIAL. https:/bemil chosun.comysite/data/
html_dir/2020/05/11/2020051102659.html
6) F8A002), B SwIAl PR A WA AT FEA : FEA) eEle) D EE, hipsweely.
chosun.com/news/articleView.html?idxno=18963
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7) NIST Special Publication 800-37 Revision 2(Risk Management for Information Systems and Organizations, 2018.12),
https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.Spp.800-37r2.pdf
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Catego TCSEC DITSCAP DIACAP RMF
s (1985) (1997) (2007) (2014)
Transition to Interconnection
First Applying with the U.S.
. the concept of
Cybersecurity assessments . Government
Feature . . Certification & .
Certification according to the e Certification
A ent lif | Accreditation (C A ment
ssessmel - e cycle N & A) N ssessme;
System
Applying security
To be Evaluate the IndependenF Assessing C(.)n.tr.ols from the
.. System Unit networked initial stage of
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Assessment systems system
development

<Figure 1> Improving U.S. cybersecurity system

2.2 u|=-9] RMF 7%HA] 2%

u]=2] RMFE= A54Q1 fo|EE Ea ¥ glok 2018 12€ NIST(7] XF7]&AT
4>, National Institute of Standards and Technology) SP(Special Publication) 800-37(Risk
Management Framework) Rev 22 7§78 %] 7] o]A o= RMF 6WA|(1¥-A] A| A8 5 — 207

8) NIST Special Publication 800-37 Revision 2(Risk Management for Information Systems and Organizations, 2018.12),
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Catego RMF Step 6 RMF Step 7
s (NIST SP 800-37 Rev 1) (NIST SP 800-37 Rev 2)

Major
Changes
(add new

Step 0)

Cybersecurity | Primarily focused on processes against Efforts to improve external threats and
Focus external threats privacy risk management processes

<Figure 2> The step change of Risk Management Framework (RMF)

Al "= RMF& THARZ 735 0] glow, n= sl d=ow 483 4 9l& RMF
AAE FFHshs 2ol w=e] HE H37F of7] wiitel v ZF7]EATANIST)olA ke
oz} 71X EAEEY ol e} w] =7hH kA AEIL Y 3] (CNSS, Committee on National Security
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https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.Spp.800-37r2.pdf
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SHAl A,

2.2.2 1A . A28 BE(Categorize System)
IEA AAE) 270 HA4S I7k 229 A|A"eA A A 2 AEs= JRe 4]
sk A|AEle] 71, FAA, 7R o] AetE ] wiitel R E4o] BES
A o X2 AP} = ARgda) 2t ARGHS Adsly Awd 7t ARgad 9y
9% 7 (Low, Moderate, High)= 413l FJRA|AES] BQE FR(HeHEE « 7|UAg, 744, 7}
S)E A At olu] 7 ARFFE Y Y 7ol 2 o] vpFOoE A A
b 238 HF I 2 st AR L FYRAAR gigh 3714 JgF 4
FISMA(7] %74 B 5 ]hehe]
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5t FIPS(Federal Information Processing Standards) 1999] 4 2]9+ Table 3914 H& ul9} Zt}

¢

etk Federal Information Security Management Act)ll

<Table 3> Latent impact in organization and individual level

Latent impact FIPS 199 Definition

The loss of confidentiality, integrity, or availability could be expected to have
Low a limited adverse effect on organizational operations, organizational assets, or
individuals.

The loss of confidentiality, integrity, or availability could be expected to have
Moderate a serious adverse effect on organizational operations, organizational assets, or
individuals.

The loss of confidentiality, integrity, or availability could be expected to have
High a severe or catastrophic adverse effect on organizational operations,
organizational assets, or individuals.

2.2.3 2GA . EQMEAIFYE AE(Select Security Controls)
NIST SP 800-37(Risk Management Framework)oll4] 2¢t7] HoFEA|8E Xele] Exo =z =
7t 224 8] A AE] Fol| WAk thoFst H 3ol S etEE JRAARY 2AS B o

9) FIPS 199(Standards for Security Categorization of Federal Information and Information Systems 2004.02), pp. 2-3.
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.199.pdf
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2.2.7 6HA : HOFEASE 2 U E (Monitor Security Controls)
buil WLEATE wUEl) HAS AAE £ F AAH A % HE Wa) 1wkl
WAL GRE Besel HAFATEI AL AR L T2 Aol th HAsE Bt
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i)

10) NIST Special Publication 800-53 Revision 5(Scurity and Privacy Controls for Information Systems and Organizations, 2020.09),
pp- 8-15. https:/mvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.Spp.800-53r5.pdf
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thAl RMF 2248 W3ato] A28 Beblse sl B35S Aushs 85 728
A

2.3 v]9 RMF A|2&8] E7(15kA]) A+

RMFel| 245 J48E NIST SP 800-60 Ver21Del ol sjo] Qo 57k 1633}
el A9 YRAY PR TR G ARAES QRN J8AY 19 !
Z7670) @ AE A AT TES FEAP TR FE 24N Z TR YA, S 2 =)ol
Eoll thEh Bot BR(EQHER 1 /WA, FA4, 7HA) B ARe I A g3 Ak #
ME QT FRGFE A AL Table 44 2th

N
=
T

<Table 4> Mission—based information types and security classification

Direct Service e | sty cheiidion.

Mission Areas & Information Types Subtotal : 76

(D Defense and National Security 3 X
(@ Homeland Security 4 @)
@ Intelligence Operations 5 O
@ Disaster Management 4 @)
(® International Affairs & Commerce 3 @)
® Natural Resource 4 O
(@ Energy 4 o
Environmental Management 3 @)
© Economic Development 4 O
(0 Community & Social Service 4 O
@ Transportation 4 @)
@ Education 4 0
@ Workforce Management 3 @)
Health 5 O
(® Income Security 5 @)
@ Law Enforcement 8 @)
1 Litigation & Judicial Activities 5 @)
@® Federal Correctional Activities 2 O
@9 General Science & Innovation 2 O

11) NIST Special Publication 800-60 Volume 1 Revision 1(Guide for Mapping Types of Information and Information Systems
to Security Categories, 2008.8) pp. 15-18. https:/nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-60v1r1.pdf
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Number of Checking impact level of

Direct Service Items security classification

Service Delivery Mechanisms & Information Types |Subtotal : 24
@) Knowledge Creation & Management 4

@ Regulatory Compliance & Enforcement
@ Public Goods Creation & Management
@ Federal Financial Assistance

@ Credit & Insurance

@ Transfers to State / Local Government

@ Direct Service for Citizens

NCH N IR N N OV
O|l0|l0|O0]O|0O |0

T 2 A ARFGHS M)A ALY 75 FRAY /MM - 4270) 2 R A
2l AR /A & 357hE S5 o] Stk eE el 9@ A ARAEE A5 AR
Table 5%} 2t}

<Table 5> Support delivery of services and management of resources

i Sl of Tems | securty clssiicaton

Service Delivery Support Functions & Information Types | Subtotal : 42ea

@D Control & Oversight 3 )
@ Regulatory Development 4 O
@ Planning & Budgeting 9 )
@ Internal Risk Management & Mitigation 3 )
® Revenue Collection 3 @)
® Public Affairs 4 0
(@ Legislative Relations 4 O
® General Government 12 0
Government Resource Management Information Subtotal : 35ea

Administrative Management 5 )
0 Financial Management 7 @)
1) Human Resource Management 10 O
@ Supply Chain Management e
@ Information & Technology Management O

RMFel g ol8 BR8-S % 30/ ARAEs 177 A% $H0% AR/ Fr i v
WAL RGP OR TR HARRCINA, A4, 7HDel UE 9 $E2 ANk 9

o} NIST SP 800-37(Risk Management Framework)oll:= 1%-4|(Categorize System)ollA 2Hd-&
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FHle7] 8 o FHC-1~C-3)9] =AHZE AP AMedS AESHA Hed 2 3o F2 &
St AFEHS Table 63 Zth.

<Table 6> Task categorization

Category Description
TASK C-1 . ..
. SK C o Documentation the characteristics of the system
System Description
TASK C-2 . . .
. SK C L. Categorize the system and document the security categorization results.
Security Categorization
TASK C-3

Security Categorization Review and approve the security categorization results and decision.
Review & Approval
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High& ¥330.2 A28 257 2290k o)) 2 Jui3 3% 3 2
o Axglel Y ¥ $EOR A8 AF 9T S YA HAKES Frotu

[e]
74742 High, 7H8/d<2 High7l €t

<Table 7> Assessing system impact level

System Impact Level

Category . R . RN
Confidentiality Integrity Availability

(@) Low Moderate High
Types of @ Moderate Low Moderate

information ® Moderate High Low

@ Moderate High High

System A Application Moderate High High
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9l H7]) Aol EQE Ao tidh FA (T g9 713 2 Btk &5 5)2 Figure 3914

Rz wpeh g

Step 0
Prepare

@ 'i:aa Ald

i Force Prior Explore / System Development / Operational Mﬂm'". vt
oo Requirements Research Development Test Evaluation i Deposed
research System

M

Step 2 > Step 3

Select

T 9

Implement

$5

DoD

* Defonse Securty Review of security measures Security measures

Support Command

Demanding forces —

J?":(‘ Gcpout Force Requirements Planning and Interoperability Interoperability Assessment Ll
oreaDefnse Assessment (Test Evaluation) Aams

Communication Security Measures
Command S
D:[F;g Reliability Assessment (Software)

<Figure 3> Analysis of the cybersecurity system of
weapon systems in South Korea
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ol At Aol B Hopd w7t of ¥R Aot =, o] Aol Eet Alke m|=o
RMFS} 2] H849) 35 27} oholn 220718~ A3} A7k il - FAA
3 - ADD SelA Afolnnel #l HAke Ak Aejat ol 5o SguANA Aok w4 Fat
Nz AARA Eshe P29 Zelth

F7V1AA 224171 Al 2t
¢899 AEETE S8 MEHA - A
AAMNE A AA ARAAE T S SW
o] 43| Z7E A=A ol thgh Bt
A dANN = ST SRR s AlA 3 EﬂOlEH A& 5
ol F3H] Aol gt A8 AdE7HE geetal A

L. [e] f84
Feth ol @ Betth ) HES} A58/ F7F Al vlmAY S-S AR 4T ol FolA]

g iﬂﬁlO HOegHE QFEE= ARy
Al 7k -
]_

3 A =
= 7HL:'°] oA mEA O] tha AN = Adso] whdetar Qv ESh WAFY(ADD)o| @dst
3= AEAY Hrbs F7IAAIS 275 RS S8 UdE SW(Embedded Software) 2] 2.5+
£ A5t AAT =] Het s4o] JIEAE Frbstar vk A= E) o] F 1A dAlelA A&
Qt solA] Arehs HoF 24 Al 7, vlel 2, DDoS & A4 ARSI Yl 2 Ato|H
Aol sl F7IAAZE Bfskal e Ak AE sl Al Bekel Fio] QleAE st
I ek

3.2 =} RMF &= A4 £3 3%

el A o] RMFE =9dste] st A&atels Ao ofx EhdksiAl R glA] o
th FAE S RMF #+d A2] W8-S Ay e v)sro] RMF 34 470 @o) o] Fojx] 11 Q)
O}, w2l RMFE Wlx|up)ste] 818 RMFR d8kslr] 918) zF vAd A<l
ATe AR Zolry] ok 1 FoF il H(E) Y dHE FAR AT =S 3
of RMF #-8W<t 7, <313 RMF AATFFHE flst APd-AeS 28 e
F71A A ok RMF 28 A Atell 57 5ol itk <$h=ol RMF 481
°] RMFE $=0® £4 Al S-guhe} 8o Afetes v
Qe 243 A } o TS| SlEl ek AlA
A& Awsh= g dgsta {2 7FestESs
Service) AA T-Fo] ¢-Ad=ofof sl A, RMF 7%&1 2
st AAE T8k T A R ARIHA B EALE T A= ofof stttk AR, RMF
= 5 Qe FUAAIL Bt A A4S %ﬁ 2 FdE ook spe, A, i) 3t
AZst RMF &85 93t feo] A &= ofof shh(Lee, S. M.2021; Lee & Choi, 2020). ‘¢h=3
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RMF A7AT5S 98 989489 28 W E Al elMs 3518 RMF AlA 1% Al vH(5)
W g2 7)) G 8 #o] AdoldhE AusklthJoo, Kim & Kwon, 2021). whebA], g
()] F-st=s RMFl st 7l 2sle] F Qs wtel sh=t A4l 2A¢s RMF $13
A=) 2 wkote] thal 913¢-A<=21(RPN, Risk Priority Number) 715& W38 / &ga= 1
(RMF 18)3 AMZE 845 Fuzzy 71s &-838k= WHRMF I1¥)& AAI 8t Joo, Kim, &
Kwon, 2021). <=tu] F7]1201 Al tlsk RMF 28 A Al OML RMFZ %ﬂgi %H 7]
& oin] F7)AA Y] Hel BRE Aok ARAQ] VFoR

Elas! 1 175 BNEYE A ARl s M = & Ag)et
oA FgF7] Ankel &g ﬁsﬂ HeF A7k HEs Hadh
= ’%7lxﬂ7ﬂ°ﬂ H] 3] Hehitol ME Q1¥o] 3] §5387] witol RMFE ESlett) sl 2E &
NAAL B HES = Q= AR <1y Frrt Adojof & 7oz A3 tHCho, Cha,
& Kim, 2019).
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AR AT o] Qo= AlolH QL T Ato|HERF Ast SHO w5 5 Ve W AN B
43 WAsh, RMFE 283 JHRT AT duel ol Qloh Ato|Hrer 733} S 9] v
= 3 7l 9 AN B AR AshoxE v FA(deEshAl Aelw Rk IskE H 59
AN Tk Hh stz Zlo] ofyel Aget HrES (%) FHTFVIE Tl AALoRE #e)s Y
3] olajstar -2 9] AEe}t QA T& AAlel MAsloF ghE AxFUTHIR 74 A Wil
SEACE UAE] H8l FHESAAE gt s 713 9 24 7l §7141 47 Y
& B3l AtolHRE M-S Aetehs T thHA )l g shv] AdAA Y] A EEEdS Wkt
E33} Z<¢lo] Fasltta AAE T ‘RMFE &43 JH RS AL wanebo= ¢
3 & AEQD v=e] AR ] A ARl RMES %PJQE}E 2| uprsto] A B K.

3 = H] 1L
ARRAT FEAE Bt WH, FEA9 JHES F4 0}71 Al AA A~ FETY]
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Information & Information Security Management

-"é— e %37} Qon =4 st Rt E 8 MLE

A7V (%) 857 GA st EF ARES #AeE 8 71 XﬂEJ Vs E§sE o
o g7t dasta A, Als
HE 7N & 37HA ok 2

12) ©]5HH2020). Aol wel kst SHe wl= s V] 9 AR B AR WSk St 70, pp 104111
hhttps://www-dbpia-co-kr.libproxy.kw.ac.kr/journal/articleDetail ?nodeld=NODE10496905

13) ©l%Hi2020). Afolrrel e} Swe] wj= =) 7|4 W ALYl B AR Wl s 7)< pp. 104110
hhttps://www-dbpia-co-kr.libproxy.kw.ac.kr/journal/articleDetail 7nodeld=NODE10496905
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oI9S RMEE 913 17k i &4 3
7 Abolulebn g-elg
g A, QA 54 5
7% wEs L FADY B, Aol

3.3 KRMF (&= flgd@eAlA) 9] Ae= St =71

o] ¥hdekal Q= AtolH] Sl A=70l1 sE Ao E tAst] 918 RME7F 1] =i
A7 Q1 DoDI(Department of Defense Instruction) 8500.01 Risk Management Framework for DoD
IT(nformation Technology)ell HFIEo] Q= A3 Zo] skl WH-E F4(Control
Tower) & 2] Apo|H HQL 2|72 o] FQsttt -8 (H) = F7IAA AH54 AF Al
At R Z3tE 1ol HEAIARS] A~ 7]8] AAH i i/ S8A1A% 7L A=E 9 5

7le el2= T (%) E‘rﬁﬂf“ o= F]F HIEA] JEEojof sk B A AR S
84 WL AZES O] AFEA B 3 F ok A T AtelH el A=A o® vigstr] flEl
28 =95(DoD, Department of Defense)
e Bt f1g A4
o] =7Fstar 7} 7] eHQIEA AL,
oJojA] Ato]HEQl I P3P 9
&l 7+ 7] HEA YA}, 575
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<Figure 4> Classification procedure of Step 1 system
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Wae FAR Ro|h) FAA BE ole] A AU A Ao Aok $A%
wiok of2o] Fokio] WAehY o] weshy] ¢l Beld wi ulBe A FekE vhelshs Aol
ok Ao SUlok S1g Qi) tulsha el BAIEE BHE Dsk HAHQ) ek
AR FAA AHFFAT, AL 5 B SIS B 49 982 RA7AL AA
sh= Rl

20004 SHFeIA W ST TAbdeke] BEES QLY AT WaE el
shol Hgrel 193 A AF L AR el SAI ojulet 94%‘—94 Wl e

A= Al 271 SEE 2
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o Alsti oAl A A H eIk U] 249
_%_

e I T
A W5 S B o sedol stk S48l g BO1E PasAl Agsler st 1 919
of gt So] o= AL PO 4 9l 5L mAslok b 1 %] e AdH o=
Huls] 8l BAEAE HRHANTE, FolTE WETE AYTE 5)E APseF & o]

o} gk ofstvl= e sl sl 7INke 2 Aldeks AAAQl At - S AF 9 1, AAA
S HEAR el disi e =l - 9 I BEE 98 ginlel e84 FRTH U 3 U
AA L] e S B 7|3 s JRAAE TSk g S R A= A& oS
o] 7FedteE JRAFFE F/ol o] ARRFER Rt Eoof st} ml5ro] et JRAE Kot
e AVEW, U A A e dgtths AL AREEAE stolw JEAPE
B FFE AdAow A& gEede Folotal Su=s WAsk] Ao r dddnt
KRMF(3t=3 A2 AA) 194 A|A' B7(Categorize System)i= =949 Y& 534
A7bed o4, A2 2548 55 e R At ARG ERe A i
1070(HEAY 5), 57 3THAAE 919 )o® 88 7 vk diEFe A= 538 @
A7) S8 Fo Aol mE o, FERE U dFE @] 218l 3ok ek
T2 F5S UehdtiTable 7). Bt 27104, 724, 7H4) 9 o g ddo] 2@

[le]

AR AEE Y Ao Hashy] sjstolth S QUHA of2 bR AR
e xR, FF 2 WAWE] 8RBk 30 249l 784 (Confidentiality), T2
87(
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(Integnty) 7} Availability)o] i3t HEZ} stEA] &9 s}

15) 72020 = vA] (=1 A7) 8)3H4, 2020), p.41. https://www.mnd.go.kr/cop/pblictn/selectPublicationUser.do?siteld=mnd
&componentld=14&categoryld=15&publicationSeq=897&pagelndex=1&id=mnd 040501000000

16) 72020 =1 (=4 A7) 3] 2H4, 2020), p.4l. htps:/www.mnd.go.kr/cop/pblictn/selectPublicationUser.do?siteld=mnd
&componentld=14&categoryld=15&publicationSeq=897&pagelndex=1&id=mnd 040501000000

17) APTHAZRARGA, Te7] 418 Salla] Alo]rd GojARly(ZeAt : =1, 2019), p245.
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<Table 8> Classification of Step 1 system at KRMF

Security
. Classifications
Section Diien (€72 (Conidentialit
(10ea) ;
y, Integrity,
Availability)
@ | Security Threats |Direct threats, Potential threats, Non-military threats (3ea) O
® Military Forces |Defense Budget, Command Structure, Troop Structure, o
Construction Military Personnel Structure, Military Power Structure (5ea)
3 Acquire military | Ground (Army), Maritime (Navy), Air (Air Force), Cyber, o
power Space (5ea)
@ Military Forces |Command and Control, Military Operations, Military Power o
Operations Protection, Practice/Training (4ea)
® Maintain power | Integrated system support, Combat development support o
operation (2ea)
Intelligence Information Collection, Data Processing, Information o
Operations Analysis, Information Production (4ea)
@ Military Support - | Command and Communications, Military Security, o
Cyber Cybersecurity, Personnel Management (4ea)
Military Strength |Defense Space Force, Defense Science and Technology,
® O
Development Combat Development (3ea)
© Disaster Disaster Monitoring, Disaster Preparedness, Disaster o
Management Recovery, Emergency Response (4ea)
® External Public Relations/Public Affairs, Civil-Military Cooperation, o
Cooperation Cooperation of Departments of the Whole Government (3ea)
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T AHBEAREE Al @717 SRl T2 @ @A ofFE shddhs V1ol Hi Ao

ES T 7ol Al

71873l el 7471l °§f§ T %7}% ggto] TRF Fo T
i

Division Sub-division
Section N (The main item for the = (Detailed review of the
(Key Mission Assortment) achievement of the task of

the Section) main items of the Division)

<Figure 5> Identification procedure of information type for classification of Step 1 system

kAl KRMF(3H=8 Y& A AA) 194 A1~ B5%(Categorize System)E +33H7] ¢k A4

B9 E78 7104, 9 78, SR, 72 F5)& AAslar, &8[08, A

)

i AEADE Sk Table 9). 979 oS ol7] $l8) et o] Hgstudt gk
% BW 3 WA 27 URRGR QT FRIZ sk F A 2aHs FERERR 9
RFYYS A% 0 FHel IR sk Heb OEEAH-@HT AH), DTAY
-@EPD ol5He] gL D-®, @@ FOE EHAPOr B 2EFE AT 1Y
3 AbRl dhel sk olde) e

<Table 9> Classification of information type in Step 1 system at KRMF

Section (10ea) Division (37ea) Sub-division (108ea)

Nuclear weapons, Weapons of Mass Destruction,
Theater ballistic missiles, Local provocation

@ Direct threats

D Security Threats

o . Arms races, Territorial issues, Exclusive economic
(sub—division: 10ea) | ® Potential threats a S ' nont

zones, Disputes over air defense identification zones

(© Non—military threats | Counterterrorism, Cyber Attacks
@ Defense Budget Defense Improvement Costs, Power Operation Costs

Development of the future command structure,
Revision of the National Army Organization Law

(® Command Structure

Command Corps, Combat Units, Combat Support

Units, Military Support Units

Reinforcement of combat unit leaders, Expansion

of civilian personnel in non-combat sectors,

Maintenance of reduced adequate forces

() Military Power Strategic target strikes, South Korean missile defense
Structure system, Overwhelming response, 4D power upgrade

Military Forces | (© Troop Structure
@ | Construction
(sub—division:15ea) | (@) Military Personel
Structure
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Section (10ea)

Division (37ea)

Sub-division (108ea)

Military Power

@ Ground (Army)

Securing Ground Advantage

(® Maritime (Navy)

Securing Maritime Dominance

©) Acquisition © Air (Air Force) Securing Air Superiority
(sub-division5ea) | @ Cyber Securing Cyber Advantage
(©) Space Securing Space Advantage
(@ Command and Command Guidelines, Real-Time Battlefield Information
Control Sharing, Decision System Enhancement
. . Operation Plan, Joint Operations Warfare, Ground
ili Mil .. T . ’ ’
Military Forces ® Military Operations Maritime and Air Operations
@] Operations o P Nudl d missile defense, We f Ma
(sub—division: 1%ea) 1tary ower uclear and missile defense, Weapons o SS
Protection Destruction defense, protection of key infrastructure
. . Coalition and Joint Planning, Coalition and Joint
P T . .. o .
@ Practice /Training Implementation, Coalition and Joint Evaluation
System Support Management, Research and Design
Reflection, Maintenance, Maintenance Planning and
Management, Support Equipment, Supply Support,
I S . . .
Force Operation ® Srllltegrited system Manpower Operation, Technical Teaching and
® and Support ppo Technical Data, Education & Training and Support,
(sub—division: 16ea) Packaging, Handling, Storage and Transportation,
Facilities, Support Information System
(® Combat development | Military doctrine, Troop formation, Facilities, Hardware
support and Software necessary for interoperation
@ Information Objects to be collected, ability to collect assets,
Collection and utilization of collected information
. Information processing system, Proficiency of
. (® Information Data . . . .
Intelligence . information processing personnel, Utilization of
) Processing . . .
® Operations multi-source collected information
(sub-division: 12ea) i i i i
© Information Analysis Logic of analysis, Appropnate analysis tools,
Command and determination support
o Product Scope of uses of information, customer requirements,
@ Information ction information diffusion effect
@ Command & Battlefield network, Battlefield management sSystem,
Military Communications Battlefield system interlocking
@ Support * (® Military Security Personnel, Document, and Facility Security
Cyber (© Cyber security Cyber Policy, Cybersecurity, Cyber Operations

(sub—division: 12ea)

(@ Personnel
Management

Workforce planning, Personnel operations, Education
and Training

Military Strength
Development
(sub—division: 9ea)

(@) Defense Space Force

Building a policy base, Developing an operating
system, Expanding space power

(® Defense Science and
Technology

R & D of key technologies, Technology transfer,
Protection of intellectual property rights, Combat
development support

(©) Combat Development

Combat Experiments, Warfare Analysis, Defense M & S
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Section (10ea) Division (37ea) Sub-division (108ea)
(@ Disaster Monitoring
Disaster - .
(® Disaster Preparedness | Natural disasters (typhoons, earthquakes, etc.),
Management

(sub—division: 8ea)

(© Disaster Recovery | social disasters (infectious diseases, etc.)

(@ Emergency Response

@ Public Relations / | Policy Promotion, Media Response,
Public Affairs Defense Media Operation

Defense R&D Spin-Up, Localization of Key

ivil-Mili . .
Externa‘ll ® Civi _1tary Technologies and Components, Promotion of Defense
Cooperation Cooperation
L Exports
(sub-division: 9ea) - - - —
(© Cooperation of Establish an integrated crisis management system,

Departments of the | Strengthen integrated defense capabilities, Integrated
‘Whole Government | Protection of Overseas People

- O-@ :
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u]e] RMF A28 BRI 7ol A o5 nhe} 2o] 2R R0/, A% A=A 1)
3 7i7te] mer BROIWA, $44, 7144)9) 24 934 B 27HLow, Moderate, High) =

23 aof ah=dl Pl FEEEALE o] GF-E "wEeth ek FrAA el w8t =
FEF Feol 2] wie] ¥ ATl dEACE AES EE|E ok U]"ﬂ', e ¥
T TS sk el diEl oAE A3 W Table 109} 2t} o & 50, AR 2
Aol st &7 © -85 Brislr] Sl Aol sidels 42 7] :rL'—ﬁ‘, EGAA T
A, +74Y &5 9 v Bl Aok AR AEAND ] 9% v B7HE 218
kAl AT S Table 32 HQF 279 finte] 8d A9 227 il ijzqf’ﬂ/ﬂ A qE
Aof o)t FIPS(Federal Information Processing Standards) 1992] 7g 2J20& st H el
ey e msa o] °§5k T WA gk -2 ()l 3]7515}1_ elE A stod

T F 7Y G5 g ¥ 7 Bk v 2ok AR 6k ol 44

A Iz SR, FH, AZHEA = A PHAIAB(KPS, Korea Positioning System)©]
2022 5 FRE ¥ Fol| vk KPS+ 9] Ao 79 Zola ()M &+
QFst= A AUFT)el Bad Bk ofy}t wIZke] A - Abg] Advte] AXA Fash s o

g Zoltkeg., Hein, 2020). o]& gt 749 Z5(KPS)ol gt 714/ (Confidentiality)> 4] .
ZHE 949 B4 v E AFsta et ddto] FojH ARgANE HIEES s H|A7EAb
FRE AHE HIE A0T wF A _7:1—‘1 = TiRdel 7HE(severe)stAY AT ARl
(catastrophic) °t9 @& WAl 57| wjitel High(FHAl 93 )2 F7hskloh. KPSel +474
(Integrity) #2127} A A S8k Atolel] Xéﬂfﬂ ul-g-0] %bﬁ& *M W7, *Pzﬂﬂﬂ &
TE Bodjof shv, R FANS BASHA] xabd X

F&Fe MAA HEE High(FA 9 22 B7bskelv e

()9 AT ARE Al AW S WA =i Wzke] AA - % 1
th KPSe 7H8/3(Availability)> 17Fe AREAF AAIEA] dsk= ARE AREE = Qlojof §

24) FIPS 199(Standards for Security Categorization of Federal Information and Information Systems 2004.02), pp. 2-3.
https:/nvlpubs.nist.gov/nistpubs/fips/nist.fips.199.pdf

25) 2020 =EA] S A7) 8] 34, p79. https:/www.mnd.go.kr/cop/pblictn/selectPublicationUser.do?siteld=mnd&
componentld=14&categoryld=15&publicationSeq=897&pagelndex=1&id=mnd 040501000000
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7, A8 Abgo] BT 24w A AHEEAY A9 kg TS vAA HEE High
A 9% )= F7kstoltt wef 784S oA Satvhd, A 3 Al 449 A5E 5
Aste] Aol Hk AY(ATY], B4 Sl IFS 713 Zoltk
<Table 10> Example of security classification of information type at KRMF
Se9t19n Division o Impact Level Assessment
(Mission . Sub-division L . o
Assortment) (Main Items) Confidentiality | Integrity | Availability
Buﬂd%ng Low Low Low
a policy base
Developing
(@) Defense Space Force |an operating Moderate Low Moderate
system
Expanding High High | High
space power
R&D of key . .
Military technologies High Moderate High
Strength Technolo
Development | ® Defense Science and gy High High Moderate
transfer
Technology
Protection
of intellectual High High High
property rights
Combat High High High
Experiments
© Combat Development Warfare Analysis Low Low Low
Defense M & S High Moderate Low
V. 28 4 =9
1960t H A5 H]re] 974 #d ATE AASE PAF A=<l v=o] ofA & RMF A
AZF Bt Qe WAL Askal Qe Aol vlwshd gkl A5 RMF 52435 A
S RALE S Utk ¥ ATE Bl vHE FHOE Aolunet FEE I8 Awe vl
RMF A%=¢ thgtnl=ro] HebA| o] 2Fo] -8 Alste] 2] 2 AlolH et #d | AeE Wdt
stk 7 Ak ARWOR WS Qi Aol Aol FEHOR A ) FYrg E
A(Control Tower) 0.2 2] Afo|H B eF Fa|7+x Hgo] dQshs w2 4= Qllon 98] (&)=
7} 7)ghE R elH o]l ALolwRek BEel tha) v5e] RMFAH 48718 WA s
AA Zdnkel] Afo]H EQto] BAE = MEdad g 7 Yo FoAS AlV)sitt 1 zde
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A AE 7ee® FI1AA AETA ARl wkgdlof st HobEAEE AAS fld vl=re]
RMF 79l Z2A|x 5 718 38 19 A28 255 Jaod oz 246131 98] 7)ol
AEPo® AL(KRMF, =3 @ AA)s] $1gk A A5 AT 7 ekl disl] Ay
Aow dAFtal] Bttt 7 A¥ w1071 -5 el o] TS f8l T
BTN Fo FES EEstlon, FEF T8 FEol sl AEF1087NR Al AEAN S
Z2g3gitt. ol Al 2 dE Zh7te] M HEARRE Hek SR8, FAA, 7HA) 9 3
7He A At 29 Al HebE A Ao wkgsiAl fok 2 A5 KRMFS 43S 93
7ro1E 1S AAE] §3 JAdE AntEs AASAThE HollA sl X7 ok &
= olrk T3t gh=d A AAKRME) #Ha el oist 12 Alael Z24 /et 55

o e
1%
[~ ﬁl
1o
i—'&
)
)
re
ok
2
X
oo
ol
ol
N,
b
ol
ol
$4Y
O
rlr
&
X
ox
o
$9
(o
(o
Hu
%
i

Acknowledgements
We would like to thank Editage (www.editage.cokr) for English language editing.

Declaration of Conflicting Interests
The author(s) declared no potential conflicts of interest with respect to the research,

authorship, and/or publication of this article.

Author contributions

Conceptualization: KJ and JS; Resources and Data curation: KJ and JS; Investigation: KJ and
JS; Methodology: KG and JS; Writing (Original Draft): KJ and JS; Writing (Review and
Editing): KJ; Project administration and Supervision: KJ and JS



104 MTI=HAT MSH H2%

Reference

Cho, H S, Cha, S. Y. & Kim, S. J. (2019). A Practical Case Study of RMF Applicationto
Domestic Weapons Systems. The Journal of the Society for Information Security, 29(6),
1463-1475. https://doi.org/10.13089/JKIISC.2019.29.6.1463

Hein, G. W. (2020). Status, perspectives and trends of satellite navigation. Satellite Navigation,
1(1), 1-12. https://doi.org/10.1186/s43020-020-00023-x

Joo, Y. N. Kim, B. S, & Kwon, H J. (2021). Suggestion of Risk Priority Identification
Methodology for the Establishment of the Korean RMF System. The Quarterly Journal
of Defense Policy Studies, 37(2), 99-130. https://doi.org/10.22883/jdps.2021.37.2.004

Kang, J. W, Choi, H. J., & Lee, H. H., (2019). Parsing analysis the Concept of Information
Assurance through Literature Research. The Journal of Convergence Security, 19(1),
31-40. https://www.dbpia.co.kr/Journal/articleDetail ?nodeld=NODE10088596

Kim, H. ], & Kang, D. S. (2019). A Design of Risk-Based Security Threat Assessment Process
for Fighter—Aircraft Airworthiness Security Certification. KIPS Transactions on Software
and Data Engineering, 8(6), 223-234. https://doi.org/10.3745/KTSDE.2019.8.6.223

Kim, I J., Kang, J. W., & Shin, D. K. (2021). A study on the application of mission—based weapon
system cybersecurity test and evaluation. Korean Society for Internet Information, 22(6),
71-81. https://doi.org/10.7472/jksii.2021.22.6.71

Ko, S. S., (2020). A Study on the Development Direction of the Reorganization of the Korean
Military Structure Following the Reduction of Military Service Resources in the
Population Cliff Era. The Journal of Korean Military, 8, 185-211. https://doi.org/10.33528/
kjma.2020.12.8.185

Lee, S. M. (2021). A study on the application of RMF for weapon systems in Korea: weapons
and security system integration. Journal of Advances in Military Studies, 4(3), 191-208.
https://doi.org/10.37944/jams.v4i3.122

Lee, Y. S. & Choi, J. M. (2020). Research for Application the RMF to the Korean Military, The
Journal of Korean Institute of Communications and Information Sciences, 45(12),
2132-2138. https://doi.org/10.7840/kics.2020.45.12.2132

Na, S. H. Shon, T. S, (2022). A Study on the Development of Information Security Management
System Using RMF, Journal of Digital Contents Society, 23(5), 977-983. https://doi.org/
10.9728/dcs.2022.23.5.977

Yang, E. I. (2018). Introduction to Information Security, 251.



Korean Risk Management Framework / Kim, Jaewook - Jeong, Sukjae

Y

Y

g
a
&

ox od 4>

0

mwe e

1l

20224 06 23Y
20224 08¢ 23Y
20224 08¢ 26

105



106 MTI=HAT MSH M2%

IDAP ZoCheta weiArion1 A JA M S

7  NSTITUTE oF DEFENSE AcauISITION PROGRAW Jou l*{fﬁvﬂ OF ADVANCES
2022, Vol. 5, No. 2, 73-106. https://doi.org/10.37944/jams.v5|2.151
=28 S ZE|AMAHKRMF)2 M3 st AL

NAR] HIT 2i8F g7

ARS* - AR

TEER
0|=20| M5} /= RMF(Risk Management Framework, °|64+Fa|x1|71l)L HE JHY Z2MA0 B2
Hotn} 28 Zl2|(Risk Management)2| 7HES M2 AEt5t0 7| =0 XMsln U &|, BE S9|

T AA KA, @ Sef 2RE =otnt HE0] Afo|H{SZi0] &

OIMTE MAMCZ HMEstof RIIHMA w7| AIX| HEHOO| MY E SHE=F THE JHH0|
C} 85 23| 20| AIRS pﬂ 2 A et N5S 28| flsl MEZL Aol Hrslo}
Sh= RMF= CHEIZI= Z(H)of MAs 2ol2 |2, siz, 32 S o= ZOIME OFRIIHR| M2l
oiet ot S 7|Hto] 20 UX| b2 AS0t £F2| Fofo|ct T2 Lt cHERI=of HA| FESH

5
D gl FEI0IZt SIIT0| 17AE A Al oIBtARIZIO| 25km £ BAk| K|Alo] ofsH FJH

—

== 0|=9] MAISAMH[AEAHLHFDO), HFH %?: (FMP), AIAHESFCHEZH A2 (TPFDD)I2 RMF
EAIE HME510] Ato| /ol EXet thHIE 3t 7| W20 f2| Z(f)= detetSAEE 2l

=
0|2t MASsh= HRE THS0] Al&5s| Mo & Zio|ct o[ oi7o| CHAZ RMF Z2AMA S0
|7 =935 15t A|AEl 22 (Categorize System)ol| CHaH LM HHaFS MA|SIY T, &S
Hgafjof & KRVF(SI=E Aazkz|MA) Alde ==20| =AM Sicl.

FHO| : RFSISZIRINA), Fieoh 7124 DB 718N, AR 27 MESY AlY, AN 98 27
e

* (HAXMXD Z2cfstn SARIM(ESZACE D MIgEnSM 3= ), afbmir@gmal.com, hitps://orcid.org/0000-0002-
0019-8649
** (WAIKR}) Z2cistn, AASE, 14 sjieong@kw.ackr https:/orcid.org/0000-0001-8094-4674



