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ABSTRACT

Nations with advanced military capabilities are now focusing on developing Al algorithms for weapon
system intellectualization development to retain their dominance. However, such endeavors are expensive
in terms of time, effort, and resources, so it is necessary to develop it using open source to expand
sharing and cooperation with industry-academic-government research and development collaboration.
This study is aimed at elaborating the need for adoption of it and suggesting future implementation and
improvement of open source SW in military despite the negative impact of security vulnerabilities when
applied to the military weapon system. For this, the present study was design to investigate the benefit
(intercommunity and cooperation) and harm (military sovereignty and technology vulnerability) of this open
source platform through analysis of domestic and international case with defense area. The results of the
study indicate that establishing an appropriate platform can help secure military sovereignty and prevent
technology subordination, increase the efficiency of Al R&D, ensure collaboration and connectivity
between weapons systems, and strengthen software security.
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